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If the uplink and/or downlink PDCP COUNTs are about to wrap around for any of the SCG DRBs, then the Target SN shall request the MN to update the KSN keys over the Xn-C.
Editor’s note: SCG SRB is FFS. 
If the MN re-keys its currently active AS key (KNG-RAN ) in an 5G AS security context, then the MN shall reset the SN Counter to ‘0’ for the new KNG-RAN and assign a new sequence of SN Counter values and corresponding Ksn keys with each Target SN. 
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6.10.2.X.y.2	Procedure applied after KgNB rekeying

If the MN re-keys its currently active AS key (KNG-RAN) in an 5G AS security context, then the MN shall prepare a new sequence of distinct SN Counter values per candidate target SN and shall derive the KSN keys corresponding to the SN Counter values from the KNG-RAN and assign the new sequence of SN Counter values and KSN keys to each Target SN. The MN shall also provide the new prepared sequences of distinct SN Counter values for each candidate SN it wishes to prepare to the UE in an integrity protected RRC Reconfiguration procedure. The UE and SN shall delete any previous stored SN Counter values and associated KSNs. The UE shall calculate the KSN key from the new next unused SN Counter value as described in A.xx before accessing a certain SN. Whenever the UE and SN start using a new KSN key, they shall re-calculate the UP keys from the fresh KSN. The UE starts to use the new UP keys with the Target SN and sends also a RRC Reconfiguration Complete message to the SN via MN including the SN Counter value.


Figure 6.10.2.X.y.2-1: MN initiated KSN key update
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When the uplink and/or downlink PDCP COUNTs are about to wrap around for any of the SCG DRBs, then the Target SN shall request MN to update the KSN keys over the Xn-C using the SN Modification procedure with MN involvement.
The SN shall send the SN Modification Required message including an indication for KSN keys update for SCPAC to the MN as shown in Figure 6.10.2.X.y.3-1.
There are two activities which may be involved in the key update, activation of the new KSN which is mandatory and handling of the SN Counter values which is optional.
Activation of new KSN:
When the MN receives the indication for KSN keys update for SCPAC, then the MN shall send an indication directing the UE to derive and activate a new KSN from the next unused SN Counter value in an RRC Reconfiguration Request message and in an SN Modification Request message to the SN.
The UE shall calculate the KSN key from the next unused new SN Counter value in the sequence as described in A.xx and re-calculate the UP keys from the KSN before these keys needs to be used to protect traffic with the SN. The UE shall start to use the new UP keys with the Target SN and shall also send a RRC Reconfiguration Complete message to the SN via MN including the SN Counter value associated with the derived KSN.
Handling SN Counter values:
If the Target SN and UE has no unused SN Counter values and KSN keys stored, then the MN shall in addition assign a new sequence of distinct SN Counter values for the Target SN and derive the KSN keys corresponding to the SN Counter values from the KNG-RAN and assigns the SN Counter values and KSN keys to the Target SN. The MN shall also provide the new prepared sequence of SN Counter values, together with the key change indication, to the UE in an integrity protected RRC Reconfiguration procedure. The UE and SN shall delete any previous stored KSN keys. The UE shall in this case take the first unused SN Counter value in the received sequence from the MN into use and proceed as described above. The SN shall in this case take the first unused SN Counter value and corresponding KSN key received from the MN in the received sequence into use.



Figure 6.10.2.X.y.3-1: SN initiated KSN key update for SCPAC
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When the SN releases the last UE radio bearer on the SN or when the SN is changed, i.e., the UE radio bearer(s) is moved from the SN, the SN and the UE shall delete the SN UP keys as well as the KSN. This implies that the SN cannot reuse the same KSN if the UE comes back.
6.10.2.X.y.5 Signalling procedure for PDCP COUNT check in SCPAC

See clause 6.10.6.
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